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Question 1: Multiple Choice Questions (Select only ONE)
1. Most commentators cite the benefits of privacy as a reason why people ought to have some privacy rights. A right that benefits society is called a

a. Constitutional right.

b. legal right.

c. natural right.

d. prudential right.

e. social right.
2. A public record contains information about an incident or action reported to a government agency for the purpose of
a. enhancing public safety.

b. informing the public.

c. protecting the innocent.

d. regulating the economy.

e. upholding the law.

3. An example of a public record is
a. a birth certificate.

b. a marriage license.

c. a deed to a house.

d. a record of a criminal conviction.

e. All of the above
4. An RFID is
a. a magnetic bar code.

b. a microscopic bar code.

c. a wireless transmitter.

d. a biometric identification device.
e. a random field interferometry device.

5. The process of searching through many records in one or more databases looking for patterns or relationships is called
a. credit reporting.

b. data mining.

c. information gathering.

d. microtargeting.

e. pattern matching.

6. When information is put to another purpose, that is called a
a. backdoor exploit.

b. collaborative filter.

c. cookie.

d. data leveraging opportunity.

e. secondary use of the data.

7. A policy that requires the consumer to explicitly give permission before an organization can share information with another organization is called 

a. fair use.
b. full disclosure.
c. nondisclosure.
d. opt-in.

e. opt-out.
8. The Genetic Information Nondiscrimination Act
a. applies to all private employers, but not state or federal agencies.

b. prohibits most employers from taking genetic information into account when making hiring, firing, promotion, or other employment-related decisions.
c. ensures a life insurance company cannot take genetic information into account when making a decision about underwriting a policy.

d. All of the above.

e. None of the above.
9. The Census Bureau has not always kept confidential the information it has collected. According to the textbook, this became apparent 

a. during the Civil War.

b. after the attack on Pearl Harbor.

c. during the Vietnam War.

d. during the first Gulf War.

e. after September 11, 2001.

10. The FBI’s National Crime Information Center database

a. contains more than 39 million records.

b. has information about every American citizen.

c. has never led to a false arrest.

d. is updated only once a week to give the FBI time to check the accuracy of the data.

e. All of the above

11. The One DOJ database
a. is a new, national database that consolidates records from federal, state, and local law enforcement agencies.

b. will give state and local police officers access to information provided by five federal law enforcement agencies.

c. combines records from all U.S. governmental agencies into a single database that can be used by data mining by the FBI.

d. received the endorsement of the ACLU for its innovative privacy-protection measures.

e. is the first database created by the U.S. government that completely implements the Code of Fair Information Practices.

12. The Fourth Amendment to the U.S. Constitution has to do with 

a. freedom of speech and religion.

b. search warrants.
c. the right to bear arms.
d. quartering of soldiers in private homes.
e. self-incrimination.
13. After Congress ruled that wiretapping was illegal 

a. the FBI ceased all wiretapping activity.
b. the FBI continued wiretapping people secretly.

c. the FBI convinced Congress to grant it an exemption from the ban.
d. the FBI began wiretapping every member of Congress.
e. the CIA took over the job of wiretapping U.S. citizens.
14. What was the original purpose of Operation Shamrock? 

a. Intercept all international telegrams entering or leaving the United States

b. Wiretap all calls made from public telephone booths

c. Scan email messages to identify drug dealers

d. Read all letters going between the United States and Ireland

e. Identify Irish-Americans raising money for the IRA
15. Which of the following laws does not provide some sort of authorization for governmental wiretapping? 

a. Title III of the Omnibus Crime Control and Safe Streets Act
b. Electronic Communications Privacy Act

c. Federal Communications Act

d. Communications Assistance for Law Enforcement Act
e. USA PATRIOT Act

16. After the terrorist attacks of September 11, 2001, which U.S. governmental agency collected telephone call records of tens of millions of Americans without a court order?
a. Central Intelligence Agency

b. Department of Homeland Security

c. Federal Bureau of Investigation

d. Federal Communications Commission

e. National Security Agency

17. Which of the following precepts is not part of the Code of Fair Information Practices?
a. There must be no personal data record-keeping systems whose very existence is secret.

b. There must be a way for a person to find out what information about the person is in a record and how it is used.

c. There must be a way for a person to correct or amend a record of identifiable information about the person.

d. There must be a way for a person to collect damages for financial losses caused by incorrect information about that person stored in a data record-keeping system.

e. There must be a way for a person to prevent information obtained for one purpose being used or made available for other purposes without the person’s consent.

18. The Fair Credit Reporting Act
a. gives consumers the right to request a free copy of their credit report every year.

b. ensures that information about criminal convictions does not haunt a consumer’s credit report forever.
c. is designed to promote the accuracy of credit reports.

d. makes it possible for a consumer to declare bankruptcy without harming his or her credit rating.

e. All of the above
19. The Fair and Accurate Credit Transactions Act
a. gives consumers the right to request a free copy of their credit report every year.

b. allows credit bureaus to sell personal financial information they have gathered.
c. makes it possible for a consumer to declare bankruptcy without harming his or her credit rating.

d. ensures that people with criminal convictions are still able to obtain credit.

e. All of the above


20. The Financial Services Modernization Act

a. allows banks to offer insurance and stock brokerage services.

b. requires banks to disclose their privacy policies to consumers.

c. requires banks to inform consumers how they can “opt out” of having their confidential information released to other companies.

d. Requires banks to develop policies that will prevent unauthorized access of customers’ confidential information.

e. All of the above

21. A self-contained program that spreads through a computer network by exploiting security holes is called a 

a. hack.
b. rogue.
c. Trojan horse.

d. virus.
e. worm.
22. A program with a benign capability that conceals another, sinister purpose is called a 

a. hack.
b. rogue.
c. Trojan horse.
d. virus.

e. worm.
23. You may find a virus 

a. on a hard disk.
b. on a floppy disk.
c. on a CD-ROM.
d. in an email attachment.
e. All of the above

24. The Conficker worm is notable because
a. it is Cuba’s first attempt at cyberwarfare.

b. it is the fastest spreading worm of all time.
c. it shut down the White House Web site for three days.
d. computer experts have found it particularly difficult to eradicate.

e. All of the above.
25. The Internet worm was released by 

a. John Barlow.
b. Katie Hafner.
c. John Markoff.
d. Robert Morris, Jr..

e. Bruce Sterling.

26. A software program that responds to commands sent by a command-and-control program located on an external computer is called a 

a. bot.

b. spoof.

c. vampire.
d. virus.
e. worm.

27. Manipulating someone within an organization to gain access to confidential information is called 

a. diving.
b. hacking.
c. phreaking.
d. social engineering.

e. trashing.
28. An intentional action designed to prevent legitimate users from making use of a computer service is called

a. a bombing run.
b. a curtain closer.
c. a denial-of-service attack.

d. an electronic overdose.
e. phreaking.

29. The process of determining that a user has permission to perform a particular action on a computer is called 

a. accountability.
b. authentication.
c. authorization.

d. debugging.
e. social engineering.

30. Determining that a person is who he or she claims to be on a computer is called 

a. accountability.
b. authentication.

c. authorization.
d. debugging.
e. social engineering.

31. The Mars Climate Orbiter crashed on the surface of Mars because
a. one program output thrust in terms of foot-pounds, and another program expected thrust to be expressed in terms of newtons.

b. the probe lost contact with the Jet Propulsion Laboratory when it entered the Martian atmosphere.

c. a bug in the computer program caused the vehicle to consume too much fuel on the way to Mars, leaving an inadequate supply for landing.
d. the extreme cold of deep space caused the computer to crash.

e. before programmers went on strike at subcontractor Lockheed Martin, one of them sabotaged the flight control software.

32. Which of these problems was not encountered by BAE as it tried to install an automated baggage handling system at Denver International Airport?
a. The system misrouted luggage carts.

b. The bar code printers didn’t print tags clearly enough to be read by the scanners.

c. Workers painted over electric eyes installed in the underground tunnels.

d. The automated baggage handlers shredded some of the luggage.

e. The system encountered all of these problems and more.

33. Mizuho Securities lost $225 million when
a. hackers broke into its trading system and raided the accounts of 10,000 of its most important customers.

b. a bug in its billing system caused it to send out improper invoices to 10,000 of its most important customers.

c. a bug in its currency trading system caused it to sell yen and purchase dollars when it should have purchased yen and sold dollars.

d. it tried unsuccessfully to automate the Tokyo Stock Exchange.

e. one of its employees mistyped a sell order, and a bug in the Tokyo Stock Exchange trading program made it impossible to cancel the order.

34. Some computer experts have spoken out against the conversion to touch-screen voting machines because 

a. there is no evidence that there have been any problems with punched card systems.

b. they are made in China, which does not even hold elections.
c. a power failure could make it impossible for people to vote.
d. they do not have a paper audit trail.

e. All of the above
35. By making the PDP 11 minicomputer an integral part of the Therac-25, AECL was able to 

a. reduce costs by replacing hardware safety features with software safety features.

b. increase the stock price of its subsidiary Digital Equipment Corporation. 
c. shrink the size of the machine considerably.
d. eliminate the need for lead shielding.

e. All of the above

36. Which mistake was not made by AECL, the manufacturer of the Therac-25? 

a. It did not include software or hardware devices to detect and report overdoses.

b. It did not tell other hospitals about possible overdose incidents.

c. It reused code without proper testing.

d. It continued to sell the Therac-25 after the FDA declared it to be defective.

e. AECL made all of these mistakes, and more.

37. The Software Engineering Code of Ethics and Professional Practice was developed by 

a. Computer Professionals for Social Responsibility.
b. the Association for Computing Machinery and the Institute for Electrical and Electronics Engineers.

c. a consortium of computer science departments in the United States, Canada, and Mexico.
d. Immanuel Kant.
e. John Rawls.
38. The Principles and Clauses in the Software Engineering Code of Ethics and Professional Practice 

a. address every ethical dilemma a software engineer may face.

b. provide algebraic formulas for determining the best course of action.

c. incorporate every relevant feature into the formulas.

d. All of the above

e. None of the above

39. According to Aristotle, moral virtue results from
a. a good education.

b. living a long life.

c. a happy marriage and loving family.

d. repetition of the appropriate acts.

e. All of the above.

40. According to Aristotle, deriving pleasure from a virtuous act is a sign that you

a. have developed the virtue.

b. have not yet developed the virtue.
c. are egotistical.
d. are hedonistic.

e. have not done enough good deeds lately.
41. According to Aristotle, when people with strong character face a moral problem, they know the right thing to do, because

a. they are able to determine with accuracy the consequences of their actions.

b. the action is consistent with their character.

c. they care more for other people than for themselves.

d. they are completely impartial with respect to how they treat other people.

e. All of the above

42. Whistleblowers 

a. make an unauthorized discloser about a harmful situation or fraud.

b. enjoy the respect and admiration of their colleagues.
c. are usually financially rewarded by their organizations for their integrity.
d. typically get promoted to management.
e. All of the above
43. A principal factor contributing to the loss of  the space shuttle Challenger was that

a. its payload was too heavy.

b. there were no experienced astronauts on board.

c. the weather in Florida was unusually cold.

d. it was hit by lightning.

e. NASA was experimenting with a new type of fuel.

44. In medieval England, when wages went up, 

a. more children joined the labor force.

b. more women joined the labor force.

c. students dropped out of school to take up jobs.
d. workers put in fewer hours.

e. A, B, and C.

45. According to Max Weber, the growth of capitalism was stimulated by a new attitude toward work brought about by 

a. the Industrial Revolution.

b. the Protestant Reformation.

c. the English Civil War.

d. the Lisbon earthquake of 1755.

e. the American Revolution.
46. Artificial intelligence is the field of computer science and engineering that focuses on ways to get machines to exhibit

a. consciousness.

b. ethical behavior.

c. intelligent behavior.

d. philosophical insights.

e. scientific breakthroughs.

47. According to the Encyclopedia of Computer Science, a “programmable machine that either in performance or appearance imitates human activities” is called a

a. computer.

b. deltoid.

c. mechano.

d. robot.

e. transformer.

48. In 1997 IBM supercomputer Deep Blue

a. defeated world chess champion Gary Kasparov in a six-game match.

b. proved the existence of God.

c. drove a minivan across the United States.

d. designed the Pentium chip.

e. replaced John O’Leary as Chief Financial Officer of IBM.
49. In 2011 a program named Watson running on an IBM supercomputer
a. decoded the human genome for the first time.

b. became the first computer program to take the job of a software engineer.

c. won the World Crossword Puzzle Championship sponsored by The New York Times.
d. defeated the two most successful human Jeopardy! champions in a three-game match.

e. passed the Turing Test in a competition sponsored by the Association for Computing Machinery.

50. A personal AI is
a. an intelligent machine inexpensive enough for an individual to purchase it.

b. an intelligent machine devoted to serving an individual human being.

c. a computer capable of beating human beings at games such as chess.

d. a software program, not an actual physical object.

e. a machine conscious of its own existence.

51. Supply-chain automation

a. streamlines organizations by eliminating transactional middlemen.

b. is one way Dell Computer keeps its costs low.

c. links computers at different companies.

d. All of the above

e. None of the above
52. Globalization is 

a. the creation of international computer networks.
b. the process of creating a worldwide network of businesses and markets.

c. the adoption of global Internet standards.

d. the adoption of English as the language of business.

e. the way that stock exchanges stay open 24 hours a day.
53. The phrase “digital divide” refers to the situation where 

a. some people have access to information technology and others do not.

b. users of Macintosh computers are at a disadvantage compared to users of Windows computers.
c. only stockholders in high-tech companies can get rich in the new economy. 

d. the U.S. government prevents information technology from being exported to “unfriendly” countries.
e. the prices of computers are kept artificially high in order to keep them out of the hands of people in Third World countries.

54. The process by which a new technology is assimilated into a society is called 

a. cultural relativism.
b. globalization.
c. IT leverage.
d. social receptivity index.
e. technological diffusion.

55. In some markets a few top performers receive a disproportionate share of the rewards. Frank and Cook call this phenomenon 

a. capitalism.
b. inevitable.
c. liberalism.
d. socialism.
e. the winner-take-all effect.

Question 2: Fill-in-the-blanks:
1. In 1890 Harvard-trained lawyers Samuel and Warren wrote a highly influential article in the Harvard Law Review stating that people in modern society have a right to privacy and that this right ought to be respected.
2. A public record contains information about an incident or action reported to a government agency for the purpose of informing the public.

3. Manufacturers are replacing bar codes with RFIDs / RFID tags  because they give more information about the product and are easier to scan.

4. A cookie is a file containing information about your visits to a Web site that is placed on your computer’s hard drive by a Web server

5. The process of searching through one or more databases, looking for patterns or relationships, is called data mining.
6. Thanks to credit reports, you can get a credit card from a bank or store with which you have never done business.
7. The FBI maintains a collection of databases supporting the activities of federal, state, and local law-enforcement agencies in the United States, the U.S. Virgin Islands, Puerto Rico, and Canada. These databases are given the name National Crime Information Center (NCIC).
8. The Privacy Act of 1974 applies only to government databases.

9. After the terrorist attacks of September 11, 2001, the U.S. Congress passed the USA PATRIOT Act, which gave federal law enforcement and intelligence officials greater authority to monitor communications.

10. The Fair Credit Reporting Act says credit bureaus may keep negative information about a consumer for a maximum of seven years. The two most important exceptions to the “seven year rule” are information about criminal and convictions.
11. The Health Insurance Portability and Accountability Act limits how doctors, hospitals, and insurance companies can use medical information collected from patients.

12. A virus is a piece of self-replicating code embedded within another program called the host.

13. According to some estimates, 90 percent of spam is distributed through bot networks
14. A firewall is a computer, positioned between a local network and the Internet, that monitors the packets flowing in and out.

15. The manipulation of a person inside an organization to gain access to confidential information is called social engineering
16. A computer used as a component of a larger system is called an embedded system.
17. A software bug in a trading program at the Tokyo Stock Exchange caused a securities firm to lose $225 million in 2005.

18. The inability of BAE Automated Systems to create an automated baggage handling system led to a significant delay in the opening of the new airport outside the city of Denver.
19. Between 1985 and 1987 the Threac-25 linear accelerator administered massive overdoses to six patients, causing the deaths of three of them.

20. A mature profession insists that its members complete an initial professional education. The process by which the profession assures that this formal course work meets its standards is called accredition.
21. Licensing gives the members of a profession the legal right to practice the profession.

22. In The Nicomachean Ethics, Aristotle writes that happiness results from living a life of virus.
23. Roger Boisjoly provided a Presidential commission with documents supporting his hypothesis about how the cold temperature had causes the failure of an O-ring on the Space Shuttle Challenger. For this action, Boisjoly was labeled a whistleblower.
24. Responsibility assigned because of a person’s assigned duties is called role responsibility.
25. The percentage of American workers involved in the manufacturing industry has dropped from 35 percent in 1947 to 10 percent in 2009.

26. In 1997 IBM supercomputer Deep Blue defeated world champion Gary Kasparov playing the game of chess.
27. An arrangement where employees spend a significant portion of their work day at a distance from the employer or traditional place of work is called telework.
28. The process of creating a worldwide network of businesses and markets is called globalization.
29. The situation where some people have access to modern information technology and others do not has been given the label the digital divide.
30. The first people to adopt a new technology are those who have more money. As the technology matures, its price drops dramatically, enabling more people to acquire it. This process is called technological diffusion.
31. Robert Frank and Philip Cook have explored markets where a few top performers receive a disproportionate share of the rewards. They call them winner-take-all markets.
32. Many software jobs are moving from the United States to India because India has many qualified computer programmers and salaries are lower.
33. In 2001 Swedish appliance maker Electrolux introduced a domestic robotic vacum cleaner.
Question 3: Answer the following questions:
Chapter: 5
1. Do you agree with Judith Jarvis Thomson that every “privacy right” violation is a violation of another right? Explain your position.
I think it is true that every privacy violation constitutes another violation of the same degree. If a person took a picture of a picture you own and started to distribute this picture then that person has committed a privacy violation and property violation as well. Privacy rights are about some of our basic rights we have to protect ourselves and the things we hold dear. 
2. Describe three modern information technology devices and how they may be used to decrease privacy.
Bluetooth can be used to decrease privacy as once you turn Bluetooth other people can connect to you phone and with a bit of hacking can see the content of your device.

Camera can be used to decrease privacy as other people start filming you and take imges of you.

NFC technology  is similar to Bluetooth as well as it allow some devices to connect over short range allowing some to see the content of devicesa s well
3. Describe the Facebook Beacon service and explain why it raised privacy complaints after it was introduced.

Facebook's decision to make their Beacon system opt-out infuriated many Facebook users, who didn't even know Beacon existed until it had revealed information they thought was private.

4. Give two examples of how organizations are applying the techniques of data mining to information contained in social networks.
A. Cell phone companies are using data mining on social networks to identify “influencers" and offer them incentives to keep them loyal.
B. Police are using data mining on social networks to identify where big parties are happening and deploy officers accordingly.
C. Banks are using data mining to evaluate the riskiness of loans.

Chapter: 6

5. Choose one of the following pieces of federal legislation and explain how it limits the amount of information private entities can collect from individuals:

a. Employee Polygraph Protection Act

The Employee Polygraph Protection Act helps jobs applicants and company employees maintain their privacy by making it illegal for companies to require polygraph tests as a condition of employment (except for a few types of job). The EPPA also makes it illegal for companies to give polygraph tests to current employees, with a few exceptions. The most significant loophole of the Employee Polygraph Protection Act is that it does not apply to federal, state, or local government agencies.

b. Children’s Online Privacy Protection Act

The purpose of the Children's Online Privacy Protection Act is to reduce the amount of personal information gathered from children using the Internet.

c. Genetic Information Nondiscrimination Act

The two principal purposes of the Genetic Information Nondiscrimination Act are: 

· Prevent health insurance companies and health plan administrators from using genetic information when making decisions about \coverage, rates, or preexisting conditions,”.      

· Prohibit most employers from taking genetic information into account when making decisions related to the terms of employment (e.g., hiring, _ring, and promotions).

6. Relate the Fourth Amendment to the United States Constitution to the definition of privacy elaborated in the book.

The Fourth Amendment to the U.S. Constitution protects people from unreasonable searches and seizures of their property by law enforcement authorities.
7. In what ways does the USA PATRIOT Act represent a challenge to the Fourth Amendment to the U.S. Constitution?

Despite language in the Patriot Act to the contrary, civil libertarians are

concerned that law enforcement agencies may use their new powers to reduce the rights of law-abiding Americans, particularly those rights expressed in the First and Fourth Amendments to the United States Constitution.

Critics maintain that other provisions of the Patriot Act undermine the right against unreasonable searches and seizures guaranteed by the Fourth Amendment:

· . By revealing the URLs of Web sites visited by a suspect, a pen register is a much
more powerful surveillance tool on the Internet than it is on a telephone network.
The Patriot Act allows police to install Internet pen registers without demonstrating
probable cause that the suspect is engaged in a criminal activity.
· Court orders authorizing roving surveillance do not “particularly describe the place
to be searched.”

· . It allows law enforcement agencies, under certain circumstances, to search homes
and seize evidence without first serving a search warrant.

· . It allows the FBI to obtain—without showing probable cause—a warrant authorizing

the seizure of business, medical, educational, and library records of suspects.

8. What are the principal limitations of the Privacy Act of 1974?
the Privacy Act. The Privacy Act has the following principal limitations:
· The Privacy Act applies only to government databases.

For more information, is held in private databases, which are excluded. 

This is an enormous loophole, because government agencies can purchase information from private organizations that have the data they want.

· The Privacy Act only covers records indexed by a personal identifier.
Records about individuals that are not indexed by name or another identifying

number are excluded. For example, a former IRS agent tried to gain access to a

file containing derogatory information about himself, but the judge ruled he did

not have a right to see the file, since it was indexed under the name of another IRS employee.

· No one in the federal government is in charge of enforcing the provisions of the Privacy Act.

Federal agencies have taken it upon themselves to determine which databases they

can exempt. The IRS has exempted its database containing the names of taxpayers

it is investigating. The Department of Justice has announced that the FBI does not

have to ensure the reliability of the data in its NCIC databases.

· The Privacy Act allows one agency to share records with another agency as long as they are for a “routine use.”

Each agency is able to decide for itself what “routine use” means. The Department

of Justice has encouraged agencies to define “routine use” as broadly as possible.

Although the Privacy Act applies only to government databases, Congress has

passed legislation regulating how some private institutions manage databases containing

sensitive information about individuals, and these laws put into effect many of the

principles of the Code of Fair Information Practices. In the remainder of this section,

we survey some of the most influential of these laws.
9. Choose one of the following pieces of legislation and explain how it restricts the dissemination of personal information that organizations have collected.

a. Family Education Rights and Privacy Act

The Family Education Rights and Privacy Act gives students 18 years old and older the right to review their educational records. It also gives them the right to request changes to records containing errors. Students may prevent others from accessing these records without permission, except under certain circumstances. If a student is less than 18 years old, these rights are held by the student's parents or guardians.

b. Video Privacy Protection Act
The Video Privacy Protection Act enhances privacy by making it illegal for videotape service providers to disclose rental records without the consent of the customer. The law also requires stores to destroy information about who rented what within a year of when the information is no longer needed for the purposes of the original transaction.
c. Health Insurance Portability and Accountability Act
The Health Insurance Portability and Accountability Act limits how doctors, hospitals, pharmacies, and insurance companies can use medical information collected from patients. The regulations forbid health care providers from releasing information to life insurance companies, banks, or other businesses without specific signed authorization from the person being treated. Health care providers must provide their patients with a notice describing how they use the information they gather. Patients have the right to see their medical records and request corrections to errors they find in those records.
Chapter:7

10. Explain how the meaning of the word “hacker” changed between the 1950s and the 1990s

In the 1950s the term \hacker" referred to an inquisitive and creative person able to make systems do new things. When digital computers became available, the use of the term shifted to include software virtuosos as well as hardware experts. After people began breaking into government and corporate computer networks in the 1980s -1990s, the everyday meaning of the word shifted.

11. Briefly relate the story of the Firesheep extension to the Firefox browser. What capability did Firesheep provide its users? What happened after Firesheep was released? Was Eric Butler wrong to release Firesheep to the public?

Firesheep makes it easy for a Firefox user to sidejack open Web sessions. The user starts the Firefox browswer, connects to an open WiFi network, and clicks on a button called “Start Capturing.” 

When someone using the network visits an insecure Web site that Firesheep knows about, the user’s name and photo are displayed in a sidebar, along with the name of the Web site he is connected to, such as Amazon.   

Butler wrote: “The attack that Firesheep demonstrates is easy to do using tools that have been available for years. Criminals already knew this, and I reject the notion that something like Firesheep turns otherwise innocent people evil”.   

12. Explain the similarities and differences between computer viruses and computer worms.

· A virus is a piece of self-replicating code contained inside another program, called the host.

· A worm is a self-contained program that is capable of automatically propagating through a computer network by exploiting security holes.

13. What is a cyber-attack? Give two examples of politically motivated cyber-attacks since 2007.

A cyber-attack is a “computer-to-computer attack that undermines the confidentiality, integrity, or availability of a computer or information resident on it”. 
A cyber-attack is an attack from one computer to another that attempts to disable the target computer or steal information from it.  
Example of politically motivated cyber-attacks:  

Please refer to page 334
· The Estonian government decided to relocate the controversial statue from downtown Tallinn to a Russian military cemetery in the suburbs. They knew the relocation would be hugely unpopular with the Russians. In fact, the Russian government had warned that removing the statue would be “disastrous for Estonians” [51]. The police were prepared for violence, and although ethnic Russians rioted for two nights after the statue was moved, the damage was limited.

· The government also expected an attack on its cyber infrastructure. Sure enough, an attack came, but its magnitude was greater than anything expected by the government’s Internet security group. DDoS attacks from nearly a million computers targeted Estonian government ministries and all of Estonia’s major commercial banks, telecommunications companies, and media outlets. To combat the attacks, much of Estonia’s Internet was made inaccessible to computers outside the country, and on May 10, Estonia’s largest bank had to suspend online services for an hour [51, 52].

1-  Cyberattack on Estonia in 2007 destroyed the websites of Estonian organizations like banks, parliament, ministers newspapers and broadcasters.
2- Georgia DDos attack on twitter, facebook , and Google. The attack was an effort to block political bloggers. Nobody took responsibility of the attack but it coincided with the War between  Russia and Georgia over South Ossetia
Chapter: 8

14. For each of the following kinds of errors, define the error type and give an actual occurrence of an error of that type: data-entry error, data-retrieval error, software bug.
· A data-entry error is an error resulting from incorrect data being entered into a computer system.

· The data-entry errors caused the voting system to work incorrectly.

· A data-retrieval error is an error resulting from the output of a computer

system being misunderstood

· The data-retrieval error caused the criminal justice system to perform incorrectly. 
· A software bug that causes one computer to fail will cause both computers to fail.

15. Explain the mistakes that led to the failure of the Patriot missile system.
· A system designed for one purpose was used for another purpose.
· There was an error in storing or converting a data value.
16. Explain the mistakes that led to the failure of the AT&T long-distance network.

· A line of code became a single point of failure.
17. Explain the error that caused NASA’s Mars Climate Orbiter to crash.

· There was an error in storing or converting a data value.
18. What evidence is there that software quality is improving?

There is evidence that the field of software engineering is becoming more mature (Figure 8.10).
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Figure 8.10 Research by the Standish Group reveals that the success rate of IT projects in 2009 was twice that of 1994. Today, about one-third of software projects are completed on time and on budget.
19. Explain how computer simulations are validated.

You can validate a computer simulation by compare its predicted result with the actual result found by doing the experiment in the real world. For example, you can use a computer simulation to predict what happens when you drive a Nissan Leaf into a wall at 35 miles per hour. Then you can drive a real Nissan Leaf into a wall at 35 miles per hour and compare the predicted results with the actual results. Another way to validate a computer simulation is to take its prediction to an expert and ask the expert if the prediction is accurate.

20. Explain why the courts reached different conclusions about the validity of software licenses in Step-Saver Data Systems v. Wyse Technology and The Software Link and Mortenson v. Timberline Software.

The significance of the court's ruling in Step-Saver Data Systems v. Wyse Technology and The Software Link was that the purchase order, the invoice, and the oral statements constituted the contract, not the software license agreement.
The significance of the court's ruling in Mortenson v. Timberline Software was that the licensing agreement limited the consequential damages that Mortenson could recover from Timberline, even though Timberline knew there was a bug in the program and had not told Mortenson.

Chapter: 9

21. Why is good judgment required in order to use the Software Engineering Code of Ethics effectively?

· Temper all technical judgments by the need to support and maintain human values.

· Only endorse documents either prepared under their supervision or within their areas of competence and with which they are in agreement.

· Maintain professional objectivity with respect to any software or related documents they are asked to evaluate.

· Not engage in deceptive financial practices such as bribery, double billing, or other improper financial practices.
· Disclose to all concerned parties those conflicts of interest that cannot reasonably be avoided or escaped.
·  Refuse to participate, as members or advisors, in a private, governmental or professional body concerned with software related issues, in which they, their employers or their clients have undisclosed potential conflicts of interest.
22. What is virtue ethics? How does virtue ethics relate to the Software Engineering Code of Ethics and Professional Practice? 
Virtue ethics is the ethical theory that holds the right thing to in a particular circumstance is what a person of high moral character would do in that situation. A person obtains high moral character by possessing many virtues. A person possesses a virtue by repeatedly practicing that virtue.

23. Why is it usually difficult to assign moral responsibility for computer system failures to a particular individual? What are the implications for the organizations that create these systems?

Because Moral responsibility is not exclusive, people cannot pass the buck by saying.

It is implement causal responsibility.      
24. What is whistleblowing? What harms does it cause? What benefits does it provide? Why is whistleblowing rare?
Whistleblowing occurs when an organization is involved in an activity that is fraudulent or a threat to public safety, and a member of that organization reveals information about this activity to someone outside the organization.

Harms of whistleblowing: Whistleblowing usually ruins the career of the whistleblower and causes turmoil within the organization. The public relations damage caused the organization may harm it for years to come. Possible benefits of whistleblowing: Whistleblowing may keep people from being hurt,

or it may prevent the public from being defrauded. Whistleblowing may discourage other companies from engaging in activities that defraud or harm the public.

Chapter: 10

25. Define the term “globalization” and explain how advances in information technology have stimulated globalization.

Globalization refers to the process of creating a worldwide network of businesses and

markets.
The rapidly decreasing cost of information technology has made globalization possible (Figure 10.7). The cost of computing dropped by 99.99 percent between 1975 and 1995. The cost of an international telephone call from New York to London dropped by 99 percent between 1930 and 1996 [44]. Companies have made extensive use of low-cost information technology to coordinate operations distributed around the planet.
26. Describe recent events that provide evidence of globalization.

· Globalization increases competition among multiple possible providers of the same product. Competition ensures that higher-quality products are sold at the best possible prices. Consumers get better prices when each area produces the goods or services it does best: corn in Kansas, automobiles in Ontario, semiconductors in Singapore, and so on. When prices are lower, the real purchasing power of consumers is higher.Hence, globalization increases everyone’s standard of living.

· People in poorer countries deserve jobs, too. When they gain employment, their prosperity increases.

· Every example in the past century of a poor country becoming more prosperous has been the result of that country producing goods for the world market rather than trying for self-sufficiency.
· Creating jobs around the world reduces unrest and leads to more stability.

Countries with interdependent economies are less likely to go to war with each other.

27. What is “the digital divide?” Describe the two fundamentally different dimensions of the digital divide.

The digital divide refers to the situation where some people have access to modern

information technology while others do not.

There are two fundamental of digital divide which are in the following: 

· The global divide refers to the disparity in Internet access between more

industrialized and less industrialized nations.

· The social divide refers to the difference in access between the rich and poor within a particular country. 
28. Describe the two models of technological diffusion and explain how technological optimists (and technological pessimists) to predict the future of “the digital divide” use them.
· In the normalization model (Figure 10.10a), group A begins to adopt the technology first, followed by group B, and finally group C. However, at some point nearly everyone in all three groups is using the new technology.
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· stratification model (Figure 10.10b), the order of adoption is the same. However, in this model the eventual number of people in group C who adopt the technology is lower than the number of adoptees in group A. The percentage of people in group B who adopt the technology is somewhere between the levels of the other two

groups.

Technological optimists believe the global adoption of information technology will follow the normalization model. Information technology will make the world a better place by reducing poverty in developing countries. Creating opportunities elsewhere will reduce the number of people trying to immigrate into the United States.

Technological pessimists believe information technology adoption will follow the stratification model, leading to a permanent condition of “haves” and “have nots.” Information technology will only exacerbate existing inequalities between rich and poor nations and between rich and poor people within each nation.     

The End…
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